Sphinx Journal of Mathematical Sciences

1(2), 94-106, 2026

DOI: https://doi.org/10.64389/sjms.2026.012127
https://sphinxsp.org/journal/index.php/sjms/

Research article

Comparative Analysis of Artificial Neural Network Statistical Parameters and
Novel Techniques for Data Encryption and Decryption, Distribution, and

Estimation

Samah Mohamed!, Ali Saad Gaballah?’, Eman Said Osman®*, Ayman Haggag*,

Khaled Elsharkawy>*

! Department of Computer Science, Nahda University (NUB) , Beni-Suef, Egypt.

2 Department of Curricula and Teaching Methods, Faculty of Education, Banha University, Banha, Egypt.

3 Basic Science Department, New Cairo University Technology, Egypt.

4 Electronic Technology Department, Faculty of Technology and Education, Capital University, Egypt.

* Correspondence: Khaled.elsharkawy68 @ gmail.com

ARTICLE INFO

Keywords:

Atrtificial Neural Network;
Data Security;
Decryption;

Encryption;

Statistical analysis.

Mathematics Subject Classification:
62Exx, 68T07, 92B20

Important Dates:
Received: 25 May 2026
Revised: 20 June 2026
Accepted: 24 June 2026
Online: 25 June 2026

Copyright © 2025 by the authors. Published
under Creative Commons Attribution (CC
BY) license.

ABSTRACT

The use of statistical metrics to compare the application of several
unique communication techniques that rely on a certain system is the
foundation of this paper. By making it more difficult for attackers to
anticipate patterns and the speed of the encryption and decryption
processes, this technology protects communication routes. When
compared to solutions using mathematical techniques, the employ-
ment of artificial neural networks (ANN) in data encryption and de-
cryption, such as communications, demonstrates that the test patterns
of cryptographic messages in our collection displayed a shorter de-
cryption time. This study’s methodology can be successfully applied
to lengthy communications, where it is difficult and time-consuming
to apply mathematical methods for encryption and decryption. We
present various measures of fitting goodness to the ANN method in
order to reach the most preferred distribution to analyse our results,
along with the benefits and drawbacks of both approaches in terms
of security level, encryption and decryption time, and speed of use.
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1. Introduction

Encryption and decryption are fundamental methods in data security that serve as the cornerstone of de-
fense against unwanted access to private data. The rise in digital communication and the quick expansion of
data volume have increased the significance of robust and effective encryption techniques. The importance
of encryption in today’s digital environment is demonstrated by the need to safeguard data privacy, facili-
tate secure communications, and preserve the integrity of information across several platforms [10, 11, 2].
The structure and capabilities of the human brain serve as the model for ANN [5, 16]. have shown to be
incredibly powerful tools in a variety of fields, including information security. They are particularly use-
ful because of their ability to memorize information, identify intricate designs, and adapt to unused data.
These characteristics make ANNs perfect for enhancing encryption and decryption procedures [20, 14],
which essentially rely on the generation and identification of complex patterns in data.

This study’s main goal is to compare two approaches: the first uses cutting-edge communication strate-
gies that make use of intricate networks and technologies to improve security levels and encryption and
decryption speeds [21]. ANN are used in the second method. We compare the length of encryption and
decryption as well as the degree of data security. Our comparison is supported by a numerical example,
which is followed by the findings, conclusions, and suggestions for further research.

1.1. Literature review

ANNSs have been utilized recently as a safe way to encrypt and decrypt a variety of data, including
messages. For instance, in order to make his network more secure and quick. Haggag et al. [6] combined
the deep learning approach with the recognized pattern concept.

1.2. Related works

The approach used here in [14] needs to be straightforward, efficient, and precise. For cloud computing
applications, a simple yet incredibly secure encryption-decryption (SHSED) technique has been introduced.
Basic and effective logical operations including XOR, addition, subtraction, and byte shifting are used in
this approach. Additionally, choosing the length of the secret key and the number of rounds to produce
the ciphertext is made possible by the proposed method. In 2013, Mohammad [15] introduced A New Ap-
proach for Complex Encrypting and Decrypting Data,” which improved security objectives and preserved
communication channel security by making it more difficult for an adversary to predict a pattern and the
pace of the encryption/decryption process.

1.3. Introduction to neural networks

Neural networks in computers simulate how organic neurons in the human brain work. Mathematical
models of neural networks are used to simulate the behavior of actual genuine neurons in computational
tasks.

1.3.1. The biological neuron

The terms commonly used to describe a biological neuron are explained in the glossary of terms that
follows [16]. The neuron’s nucleus is represented by the soma, as shown in Figure 1. Dendrites are the
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long, asymmetrical fibers connected to the input channels of the soma. An axon is another kind of link

connected to the soma’s output channels [5].
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Figure 1. The biological neuron

An axon’s output is a millisecond-long voltage spike, or pulse. Ions enter the cell when a neuron fires.
Neurotransmitters produce this by forming ion channels on the cell membrane. Learning is linked to the size
of synapses, which are the electrical locations where axons in neurons end. A ”spine” is a tiny, membrane-
covered projection that emerges from the dendritic spine, or spine, of a neuron. At the synapse, one axon

usually provides the input to the spine.

1.3.2. Back-Propagation Feed-Forward Networks

A neuron’s output is either directly or indirectly returned to its input through connections with other
related neurons in feed-forward back-propagation networks, such as the Elman Recurrent Network shown

in Figure 2.
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Figure 2. Feed-forward back-propagation networks

In our used ANN we implement the following features [6]:
Number of input layers: 2

Number of hidden layers: 2

Number of output layers: 1

Activation function: sigmoid function as shown in figures 3,4
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Figure 4. Sigmoid function of neural network training

Learning Techniques

Artificial neural networks function by learning, which includes reaching ideal weight values. This learn-
ing phase’s objective is to instruct the network to produce a particular output in response to a given input
[16]. Thanks to the fine-tuned optimal weights, the trained neural network should be able to produce the

correct output for the associated input pattern within an acceptable accuracy range once the learning process
1S Over.

Weight Modifications

Two distinct kinds of supervised learning algorithms are distinguished by the timing and method of
weight updates. In real-time, stochastic, or delta learning, neural network weights are modified with each
distinct input pattern. This technique lessens the potential for bias arising from the input pattern sequence
of the training set by selecting a random pattern from the training set for the subsequent input. Conversely,
batch learning, sometimes referred to as offline learning, entails accumulating neural network modifications
and applying them to the weights only after each training sequence has been processed.
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1.4. Methodology

To compare the novel strategy by Obadiah Mohammad with the ANN method, we first select relevant
statistical characteristics such encryption time, decryption time, and security level. A set of data is encrypted
and decrypted using both methods in the experimental setting, and the results are carefully examined. Data
collection involves generating random data sets of different sizes in order to assess each approach’s scala-
bility and efficacy. The statistical analysis included a number of techniques and tools, including probability
of a security breach, mean time to encrypt/decrypt, and standard deviation.

2. Selection of Statistical Parameters

The selected parameters for comparison consist of:

e Encryption Time (ET): The mean amount of time required for data encryption.
¢ Decryption Time (DT): The mean amount of time needed to decode information.

e Security Level (SL): Defined as the likelihood of improper decryption efforts succeeding and standard
deviation.

2.1. Experimental setup

The datasets used range in size from small text documents (1 KB) to larger files (10 MB). To ensure
statistical significance, the encryption and decryption processes are performed 100 times using both ANN
and a novel method [7, 8, 18].

2.2. Data collection

A Python program was used to construct unstructured data collections, ensuring that they contained a
variety of data forms (text, binary, etc.). While the novel approach was applied directly to the data, these
collections were divided into training and evaluation sets using the ANN technology [19, 17, 9].

2.3. Statistical analysis

The chance of a security breach, average encryption duration, and average decryption length are among
the numerical features computed for contrast. We investigate these features for both the ANN method and
the novel approach using Python and statistical tools.

2.4. Encryption and decryption time

For example, if the average encryption time (ET) for a 512-bit key using ANN is 0.05 seconds with a
standard deviation of 0.1 and the novel approach achieves the same with an average time of 0.3 seconds
and 0.1 seconds SHSED with a standard deviation of 0.05, we can assess the efficacy and consistency of
each method. The same holds true for the decryption time (DT), and we calculate each method’s average
decryption time [3, 4, 13].
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2.5. Security level

The percentage of successful decryption attempts without the key determines the likelihood of a security
breach SL. For example, a breach possibility of 0.01% might be indicated by an ANN, whereas a greater
probability of 0.05% might be suggested by the innovative techniques [9, 12].

3. Numerical Example

Our message is the message (Evaluation), which consists of 10 letters. By using the algebraic hill cipher
method to encrypt and decrypt the following simple message algebraically [17, 9, 6].

Step 1:

Step 2:

Step 3:

Step 4:
Step 5:

Step 6:

3.1

Create the table of the message utilizing the Hill cipher with a mode 26 system.

EIVIAIL|U|A|T|I|O|N
412110 |11(20{0|19|8| 14|13

split the initial letter into segments, where each segment consists of two letters.
(2 x 2) and put these blocks in the matrix P —

P_4()201914
{21 11 0 8 13

Choose the encryption matrix E (public key) [12] to have an inverse and can be multiplied by P

Let
3 6
e=(1 9

Obtain the matrix Q as the outcome of the multiplication of (E X P) and then transfer it to mode 26.

split the matrix Q into blocks to obtain the encrypted message.

S|14 13 |18[20|1(|7]16
I/N/F/O/D|I|U B H|Q|B

[S—

Thus, the encoded message Q is /FODIUBHQB).

Initiate the decryption process, obtain the inverse of matrix, call it E~!, and multiply it by the matrix
O so the result is a matrix called D where

21 11 0 8 13

This is the same message (EVALUATION) with the block chain. We shall use the training of FF-ANN
to decrypt the same Messages.

_ 4 0 20 19 14
D:(E1XQ)mode26_>D:( )

Using FF-ANN algorithm to decrypt messages

Sphinx Journal of Mathematical Sciences Volume 1, Issue 2, 94-106, 2026
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Start training our neural network with 15 messages, each containing 10
characters.

{

Convert the letters into standardized values for the encrypted and
decrypted messages.

]

Three layers comprise our network: the output layer, the hidden layer, and
the mnput layer containing ten neurons. Using the acquired data, we start
the training step.

{

At this point, we evaluate our abilities to decrypt a number of encrypted
communications, including the algebraic example (Evaluation).

{

If the decryption proves to be correct, we discontinue further actions. pa—

]

We make two adjustments if the decryption is not perfect. While the
second adjustment calls for progressively increasing the amount of
messages and monitoring the results after each addition, the first alteration
mvolves mcreasing the number of hidden lavers.

¥

Our study shows that by training our FF-ANN with about 50 messages,
we can achieve excellent results in a short amount of time.

!

Finally, we show the network three test patterns as shown in producing
precise outcomes. (IFODIUBHQRB) is one of these encrypted inputs. For
this input, our trained FF-ANN produced exactly (Evaluation).
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3.2. Security analysis

The algorithm is put through a wide range of tests and analysis to determine how secure it is. Numerous
cryptanalysis studies, the NIST statistics package, and a variety of other statistical analyses are used in
the evaluation. The algorithm is subjected to a number of analytical methods, such as an evaluation of
information entropy [17] and correlation analysis between public and private locations [9]. Brute-force is a
broad method that attempts all possible key [21]. Its chances of success are determined by the vital space
size. Cryptanalytic attacks, such as chosen-plaintext attacks (CPA), chosen-cipher text attacks (CCA), or
linear/differential cryptanalysis, take advantage of mathematical faults or vulnerabilities in the algorithm’s
architecture that go beyond the key length [2, 3]. The encryption is considered “broken” if an attacker can
obtain the key or plaintext in significantly fewer steps than a brute-force attack [2, 3]. This most potent
attack’s complexity is then effectively reduced to the security level of the algorithm. For example, 3DES’s
security level is only 112 bits despite having a 168-bit key because of effective cryptanalytic assaults [4].
In order to assess the security level of the proposed method, we updated the manuscript with a number
of tests and studies. The NIST statistical suite, other cryptanalysis publications, and a variety of other
statistical analyses are the sources of some of these tests. The following analytical methods are applied to
the algorithm: information entropy [17] and correlation analysis between the public and private positions

[9].

3.3. Encryption and Decryption Times

We use both ANN and novel techniques to encrypt and decrypt 10 MB of data. We carry out this
procedure one hundred times to guarantee statistical significance as shown in table 1 and table 2.

Table 1. Encryption timetable comparison in 512 —bits key length

Experiment ANN  Obadiah SHSED AES DES

1 0.051 0.295 0.090  0.890 0.070
2 0.054 0.321 0.100  0.899 0.073
3 0.059 0.330 0.080 0902 0.071
4 0.047 0.294 0.087  0.908 0.069
5 0.050 0.304 0.098 0910 0.068

24 0.050 0.298 0.083  0.893 0.072
56 0.056 0.311 0.095 0.894 0.070
74 0.052 0.301 0.100  0.896 0.066
94 0.0555 0.312 0.104 0910 0.071
100 0.050 0.289 0.100  0.890 0.070
Mean 0.0554 0.3114 09776 0.8342 0.072

Standard deviation 0.133 0.155 0.165  0.178 0.178
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Table 2. Decryption timetable comparison in 512 —bits key length

Experiment ANN  Obadiah SHSED AES DES
1 0.059 0.330 0.102  0.640 0.077

2 0.060 0.321 0.110  0.636 0.073

3 0.054 0.319 0.109  0.643 0.078

4 0.058 0.320 0.086  0.628 0.081

5 0.060 0.322 0.120  0.642 0.085
24 0.055 0.309 0.980  0.635 0.086
56 0.050 0.330 0.100  0.631 0.077
74 0.056 0.3211  0.9787 0.6342 0.080
94 0.060 0.3198 0.981 0.630 0.088
100 0.050 0.312 0.100  0.639 0.080
Mean 0.0564 0.3214 09876 0.6342 0.082

Standard deviation

0.136

0.165

0.169

0.176

0.178

3.4. Security Level

We use 10,000 brute-force attack attempts at unauthorized decryption to determine the security level,

and we log the success rate [17, 9, 14].

3.4.1. ANN Method:
e Attempts: 10,000

e Successful Breaches: 1

e Security Level (SL): 0.01% breach probability

3.4.2. Novel Approaches
o Attempts: 10,000

e Successful Breaches: 5

e Security Level (SL): 0.05% breach probability

3.5. Speed time comparison

The time needed for encryption and decryption can be used to gauge the algorithm’s speed. For all
algorithms, this parameter is measured: Tables 3 and 4 display the ANN, Obaidah and AES.

Sphinx Journal of Mathematical Sciences
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Table 3. Speed for Encryption in different key lengths [2, 3, 1]

Key Length

Algorithm 128-Bits 192-Bits 256-Bits 512-Bits

ANN Technique  0.1713525 0.1813330 0.2066433 0.2577629
Obaidah Technique 0.1814575 0.2014440 0.2377533 0.2972729
AES 0.5500000 0.6043321 0.7132599 0.8918188

Table 4. Speed for Decryption in different key lengths

Key Length

Algorithm 128-Bits 192-Bits 256-Bits 512-Bits

ANN Technique  0.2401222 0.2546122 0.2663842 0.2858633
Obaidah Technique 0.2701433 0.2968133 0.2978936 0.3187594
AES 0.5402866 0.5936262 0.5957872 0.6375188

The aforementioned definition of ”Security Level” (fraction of successful brute-force decryption at-
tempts out of 10,000) is illogical in a practical security context because it ignores several important elements
that genuinely affect an encryption algorithm’s strength: The most important component is key length. An
algorithm with a short key (like 40 bits) may have a measurable success rate in 10,000 attempts with mod-
ern computers, while a typical modern key (like 256-bit AES) makes success almost impossible within that
range. Attack Model: The attacker’s capabilities, such as the quantity of ciphertext available to them or
their processing power (e.g., normal PC vs. supercomputer vs. quantum computer), are not described in the
description [10]. Brute Force Method: It assumes impractically that there is a standard method for carrying
out the attack. Brute force simply means trying every possible key; the length of this process depends not
on a fixed number of attempts, like 10,000, but on the size of the key space and computing power. In real-
world cryptography, ’security level” is typically measured in bits of security, which quantifies the number
of operations required by the most successful known attack to break the cipher (usually 2V) operations,
where N is the security level in bits, rather than an arbitrary percentage of successful attempts.

4. Results and Discussion

It can be concluded that using the ANN is faster in encryption and decryption than using the novel
methods because, according to the paper’s numerical example and the results presented numerically through
statistical measures, the mean average speed encryption time is 0.05 in the ANN, 0.3 in the Obaidah method,
and 0.9 in the SHSED method, while the mean average speed decryption time is 0.06 in the ANN, 0.3 in
the Obaidah method, and 0.9 in the SHSED method. Additionally, it may be said that in terms of security
level, A breach possibility of 0.01% might be indicated by an ANN, however a higher probability of 0.05%
could be suggested by the innovative techniques.

Sphinx Journal of Mathematical Sciences Volume 1, Issue 2, 94-106, 2026
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5. Conclusion and Future Work

The quality of the novel approaches in terms of encryption and decryption security was shown by com-
paring their use with the artificial neural network method. On the other hand, the ANN shown its speed
and efficiency in applications as well as being more effective in terms of speed protocol. Undoubtedly, we
anticipate research that aims to integrate the benefits of both approaches in the near future. Additionally, we
anticipate that the ANN approach will be successful in the future for data greater than 10 MB with excellent
security and good encryption and decryption speeds.
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